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NEPEYEHb TEPMHUHOB U COKPAIIIEHUI
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o0o3HaYeHH e

API Hutepdeiic nporpamMupoBanus npuiaoxenuii  (Application
Programming Interface)
Habop roroBeix kimaccoB, mpouenyp, GyHKIUH, CTPYKTYyp H
KOHCTaHT, TPEIOCTABISEMBbIX TMPUIOKEHHEM (OHOIMOTEKOH,
CEpBHCOM) HJIM ONEPALMOHHON CUCTEMOM IS UCIIOJIb30BAHUS BO
BHEIITHUX MIPOrPaMMHBIX MPOJIYKTaX. Hcnonb3yercst
MIPOrpaMMHUCTaMU MPY HAMCAHUU BCEBO3MOXKHBIX MPHII0KEHUN

HTTP [Mporokon nepenaun runeprekcra (HyperText Transfer Protocol)
[IpoToKoJ MpUKIIaJHOTO YPOBHS Nepeaun JaHHBIX

XML Pacmmpsiemsrii si3pik pasmerku (eXtensible Markup Language)

b/ baza nanHbBIX

BC Bun cBenenuit

NC Nudopmanmonnas cucrema

oC OrnepanoHHas cuctemMa
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1 BBEJIEHUE
1.1 Ob61acTh npuMeHeHust

HNudopmarmonnas cucrema «KCK.Illmro3 CMOB 3» (manmee — Cucrema) sBisieTcs
TPAH3UTHOW CHUCTEMOM, KOTOpas paboTaeT Mo MPOTOKOIY MH(DOPMAIMOHHOTO B3aMMOJICHCTBHS C
ucnojb3oBanuemM cpeapl CMOB 3 cormacHo MetoauueckuM pekoOMEHAausiM MUHKOMCBSI3HU.
Cucrema npenHa3HaueHa JUJIs:

— nostyyeHust cBeneHud oT YuactHukoB CMOB ¢ wucnosnbzoBanuem CMOB
Bepcuu 3.X;

— otnpaBku cBeaeHnil YuactHukam CMOB ¢ ucnonbzoBanuem CMOB Bepcun
3.X;

— MOHHUTOPHHI'A UCXOJAINNX U BXOAAIINX 3aIIPOCOB.

1.2 KpaTkoe onucanue BO3MOKHOCTEMH

111103 COCTOUT U3 CIENYIOIINUX OCHOBHBIX YacTeH:
— MopayJieil aapa, KoTopsle o0ecreunBaoT padboTy BHYTpeHHUX MexaHu3MoB l1lmro3a:
— MPOTOKOJIbI B3aUMOJENUCTBUSA ¢ KiIMeHTOM U co CMOB 3 u ux coriacoBaHue
MIOCPEJICTBOM pacIIMpsieMOro Habopa cleHapueB OOpadOTKHM, a Takxke
MEXaHU3Mbl JJIs1 HPOMEKYTOUHOIO IMpeoOpa3oBaHMs IepelaBaeMbIX MpU
9TOM JIaHHBIX;
— ¢dopmupoBanne u Bepudukanuo DIl B COOTBETCTBUH € TpeOOBAHUSAMU
MeTtonuuecKkux peKOMeHAaIU;
— creHapuu o0pabOTKM M MapHIpyTH3aluH MepegaBaeMbix uepe3 [llmro3
JTAHHBIX;
— BHyTpeHHMH API myst pasmemtaembix Ha Ilnro3e mopyneii-agantepoB BUIOB
CBEJICHUH;
— APl 14 agMUHUCTPUPOBAHHMA W MOHUTOPUHIa paboOTOCIIOCOOHOCTH
CHCTEMBI;
— B3aumozencTeue ¢ BHyTpeHHed CYB/[ u 1.1
— Ha0opa moayJeii-agantepoB BuAOB cBeaennii CMOB 3. Apantepsl SBISIOTCS
00paboTYMKaMK JAHHBIX MO OTAEIbHBIM BHJIAM  CBEJEHHUH, BBINOJIHAIOLMMH
npeoOpazoBanre  (TpaHCPOpMANMIO)  COAEPKATEIBHOM  YacTH  COOOIIEHWNA W3
BHYTpeHHero (opmara, KOTOpbIA HUCHoNb3yeTcs as oOuieHus: kiuenrta co lllmo3om, B

¢dopmar BunoB ceenennit CMOB 3 u obpatHo (13 ¢popmara BuaoB cBegenuit CMOB 3 B



dbopMaT, «IOHATHBIN» KIMEHTY), a Takke MJI pealu3aluu crneunGuyHor sl BUAOB
CBEJICHUI peakinu Ha cOOBITHS B ccTeMe (IIOCTYIJICHHE 3aIpoca WK OTBETA U T.I1.);
cepBepa NpPUWJIOKeHUH («KOHTeiiHepa»), B KOTOPOM pa3MeIaloTcs u padoTaroT
MOAYNIU siApa U Mopayiu-anantepbl. CocTOUT M3 Habopa CHEHU(pUYHBIX CEPBEPHBIX
KOMIIOHEHTOB M paclIupsieMoro Habopa cHCTeMHbIX OuOnnorek. B Tekymieit Bepcuu
ucrnons3yercst Apache Karaf 4.1.6;

BHyTpeHHel CYBJ/I, B KOTOpOll COXpaHSAIOTCS ONEpaTUBHBbIE IaHHbIE, TPeOyromue
MEPCUCTEHTHOCTH: LIETIOYKH 3aIPOCOB-OTBETOB KaK CO CTOPOHBI KJIMEHTa, TaK U CO
ctopousl CMOB 3; mMeTagaHHble, BOSHUKAIOIIME B MpoIecce 0OpadOTKU COOOIICHMIA;
JTaHHBIC i1 MOHUTOpPHHTra padbotocrnocooHocTd U T.m. CYBJl MOXET ycTaHaBIMBATHCS
Kak npsiMo Ha cepsepe lllmio3a (mpu HaJIWYMM CHUCTEMHBIX PECYPCOB), TaK U Ha
OTIeNbHOM cepBepe. B texymeit Bepcun ucnonssyercs PostgreSQL 10;
KpUIITONpPoOBaiiepa, MpeoCTaBISAIONIEr0 CUCTEMHbIE MeXaHu3Mbl i pabotsl JI1. B
TEKyIIeH BEPCHH HCIOJIB3yeTcsl cepTU(UIMpPOBaHHBIN KpunTomnposaiinep CryptoPro
JCP2.0, mpenocraBisonuii anroputMsl GOpMUPOBaHHS ¥ BEepUPHUKAILIIMH dIICKTPOHHOM
MOAINKUCH, a TaKK€ MEXaHM3Mbl B3aUMOJICHCTBUS C KIIOYEBBIMU HocuUTensIMH. Jls
paboThl KpUNTONpOBaizepa MOMKHO OBITh OPraHM30BaHO XPAHWIMIIE KIIOYeH u
ceprudukaros D11 (BI1 OB u, onmmonansuo, D11 CIT). B kadecTBe XpaHWIHIIA MOXKET
WCIIOJB30BATECS  CHENHMATBHBIM 00pa3oM CKOH(QHUTypHpOBaHHAs IalKa Ha JHCKe
(HDImageStore) nnu ¢pusnueckre KitoueBbie HOCUTETH-TOKeHbI (PyToken wiu eToken);
JMS-06pokepa (onumonanbHo). [IpenHazHaueH 17 OpraHU3alUU CUCTEMbI Ouepeseit
JUIS B3aUMOJICHCTBUSL C CUCTEMAMM-KJIMEHTaMH, /s KOTOPBIX MpPEINOYTUTEIbHON
cpenoit mepenaun naHHBIX sBisiercss JMS, u Oydepusanum mnepenaBaeMbpIX MPH 3TOM
naHHbIX. Hannume npomexyToyHoro Oydepa MO3BOISET MAaKCHUMAJIbHO «pa3BA3aThy
11103 1 KITMEHTCKYIO CUCTEMY:

— KPAaTKOBPEMEHHBIM  OTKa3 OJHOTO M3 JTHUX KOMIIOHEHTOB  OKaXeT
MUHHUMAaJIbHOE HETaTUBHOE BO3CWCTBUE HA MOTOK MEPEAaBAEMBIX JTAHHBIX:
paboTOCTIOCOOHBI KOMIIOHEHT MOKET MNpOJO/DKATh Yeprarh JaHHbBIE W3
O0ydepa u 3anmcwiBaTh B Oydep;

— Hanuyue Oydepa Mo3BOJSET CrUIaXXUBaTh MUKOBBIE HATPY3KU: MepeaBacMble
coOOIeHNsI HaKalUIMBarOTCs B Oydepe €O CTOpPOHBI HCTOYHHUKA, H
U3BJIEKAIOTCS B MYHKTOM Ha3HA4YE€HUs IO Mepe OCBOOOKICHUS €r0 PECypCoB.

— ActiveMQ MOkeT ObITh YCTaHOBJIEH KaK OT/AEIbHBIN KOMIIOHEHT (Ha cepBep

IIlnro3a wad Ha OTIEIbHBIM cepBep), TaK U MOJXKET OBITh HCIIOJIb30BaH



ActiveMQ, BCTpoeHHBIN B Servicemix — BC€ ATH BapUaHThl UMEIOT CBOH
MPEeUMYIIECTBa M HEAOCTaTKH. B Tekyiiedl Bepcuu ucmonb3yercs Apache
ActiveMQ 5.15.7.

Bce wactu Inr03a MOTyT pa3MemaTbcs Ha OJTHON (PU3NYECKON WMIIM BUPTYaJbHON MallliHE

¢ npeaBapurenbHo yecranosinenHoi OC Linux Ubuntu Server 16.04 amd64 u Java JDK 1.8.181.

1.3 TpeGoBanus K YPOBHIO NOATOTOBKH MOJIb30BaTe el

YcranoBka u HacTpoiika CUCTEMBI OCYLIECTBIIAETCSA aIMUHUCTPATOPOM, KOTOPBIN TOJIKEH
o0agaTh 3HaHUSAMM 110:

— apXUTEKTYPE UCIIOJIb3YEMbIX CEPBEPOB;

— YCTaHOBKE, TMAarHOCTHKE 1 aaMuHucTpupoBanuio OC Linux;

— ycranoBke u aamunuctpuposanuio: Oracle JDK, Apache Karaf, Apache ActiveMQ,
CryptoPro JCP 2.0;

— nuar”Hoctuke u aaMuauctpupoBanuto CYB/] PostgreSQL u yTUINUTBI UX perIMKaluy;

— IPOBEACHUIO PErJaMEHTHBIX paboT, TAaKUX KakK 3aIllyCK/OCTaHOBKA, IIEPEBOJ B JIpyrue
peXuUMBl paboTHI, pE3epBHOE KOMHMPOBAHUE MAHHBIX WM WX BOCCTAHOBJIICHHE U3

pe3epBHOM KOIIMM, HACTPOMKA IIpaB AOCTYIIA.



2 HABHAYEHUE U YCJIOBUA IPUMEHEHUA
2.1 Ha3znaueHnue cucTeMabl

KCK.Ilmo3 CMDB 3 sBnsercs TpaH3UTHOM IOACUCTEMOH, KOTOpas BBIIOJIHSET

crenyonye GyHKIUH:
— peaym3alys MPOTOKOJIA HHPOPMAIIMOHHOTO B3aMMOJICHCTBHS C UCIIOJIb30BAaHUEM CPE/IbI
CM5B 3 COIJIACHO MeTtonndyeckum PEKOMEHIALUAM MuHKoOMCBS3U

(https://smev3.gosuslugi.ru/portal/);

— MapupyTHU3anus 3ampocoB, OTBETOB M TEXHOJOTMYECKHX COOOIICHUH MKy
kopriopatuBHbIMH (BenoMcTBeHHBIMU) UC 1 CMOB 3;

— mpefocTaBieHue yrpolleHHoW crneuudukanuu odmena mis BUC ans obecneuenus
B3aumozeiicTeus co CM3OB 3.x:

— Oousiee mpocToit popmar 3ampocoB U OTBETOB, MO CpaBHEHHUIO C (opMaraMu
BHUJI0OB CBEJICHHUH;

— Oosiee  mpocTOM  NPOTOKOA OOMEHa, MHHUMM3UPYIOUIMI  KOJIWYECTBO
TEXHOJIOTHYCCKHUX B3aNMO/ICHICTBHIA;

— yHuunupoBaHHbl  (opMar COOOIICHWH, CKPBIBAIOIMIMK pa3HoOoOpasue
(hopMaTOB BHIOB CBECHHU, CyIIECTBYOIIEe Ha ypoBHe CMDOB;

— IEHTPAIM30BAHHOE HCIIOJIb30BAHKE ANEKTPOHHON noanucu cooduienniit CMOB;

— TrapaHTHpOBaHHas 00paboTKa BCeX MOCTYMAIOIUX COOOLUIEHUH KaK CO CTOPOHBI KIIMEHTA,
Tak u co croporsl CMOB 3;

— noctaBka coobmennii B CMOB 3 u B cucTeMy-KIMEHT ¢ MaKCHMalbHOW rapaHTuein
(IpUMEHSAIOTCS TPOTOKOJIBI B3aMMOAECHCTBHSI C MOATBEPKACHUEM JOCTAaBKU CO CTOPOHBI
nojyyaresis, a TakXke HCHOJb3YIOTCS MEXaHM3Mbl aBTOMATHYECKOIO IOBTOpa
HEMOJITBEPKIEHHBIX COOOIIEHUH).

KCK.Inro3 CM3B 3 nogaep:xuBaet paboTy ¢ CUCTEMaMU-KIMEHTaMH 110 TIPOTOKOJIaM:

— JMS (ecnu ycranoBnen JMS-Opokep ActiveMQ). BisaumopeiicTBue kiMeHTa coO
[Inro30M ocylecTBIsE€TCS yepe3 napy ouepeneil Ha Opokepe: ofHa — JUIs COOOIEHU
ot kimenTa B 111103, BTOpas — 06patHo;

— HTTP. Kinuent ornpasnsier coobmenue kak HTTP POST-3anpoc Ha omnpeneneHHbIN
URI Ilmto3a, [lnro3 orBeuaer HTTP-otBeToM ¢ HTTP-crarycom 200. Jlnst oO6paTHOTO
B3auMoJielicTBUs (OTmpaBka cooOmeHuit u3 Illmo3a B KIMEHT) HAa CTOPOHE KIIMEHTa
noJDKeH ObITh pa3BepHYT Web-cepBep, Ha koTopsiid [1Im03 mockutaer cooOmieHne Kak

HTTP POST-3anpoc, a kimenT orBedaetr HTTP-orBerom ¢ HTTP-cratycom 200.


https://smev3.gosuslugi.ru/portal/

KCK.lImo3 CMDBDB 3 mnpenocTtaBisieT BO3MOXKHOCTH  OJIHOBPEMEHHOH paboOThl ¢
HECKOJBKHUMH CUCTEMaMU-KJIMEHTAMU:

— mpu ¢opmupoBanuu 3ampoca B LLIm03 cucTemMa-KIMEHT yKas3bIBaeT CBOM «OOpaTHBIM
aapec» (HaumeHoBaHnue JMS-ouepenu s orBetoB i URL nist orBeToB mo HTTP);

— MpU MapuIpyTU3alMyd BXOIAmUX 3anpocoB u3 CMOB 3, aapec cucTteMbl-KJIMEHTA,
KOTOpasi JIOJDKHA 00pabaThiBaTh 3ampoc, 3alaeTcsl (MM BBIYHCISCTCS JUHAMUYECKH)
napaMeTpamu UM KOJ0M MOJyJs-ajanrtepa coorsercTBytomiero BC.

CymectByer Takxe npukinagHoii REST API, npennasHaueHHbId 1JI1 MOHUTOPHUHIA
pa6otsr Illmro3a: Ha ompenenennbie URL-anapeca Illmro3za ornpasmsitorcs HTTP GET 3ampocsr ¢
HEKOTOPhIMU NapameTpami, B oTBeT 1LIm03 Bo3Bpaimaer 3amnporuieHnsie ganueie B popmare JSON
wimi XML. Choucok poctynasix URL u mapamMerpoB K HHMM ONYOJIMKOBaH Ha CTpaHULE

http://anpec_I1Lro3a:8890/rest/data/api

C Touku 3peHHs OM3HEC-JIOIMKHM B3auMozeWcTBus cucteM, B lllmto3e mopnepuBaroTcs

nBa 0a30BBIX BHYTPEHHHX CLIEHApHs paOdOTHI C KIIMEHTOM, COOTBETCTBYOIME ciieHapusim CMOB 3:

— pabora ximeHTa B pexxume [lorpeOutens cBeneHWid (KJIMEHT SBISIETCS aKTUBHOM
CTOPOHOM B3aMMOAEUCTBU, T.e. mockuiaeT 3anpoc B CMOB 3 u momyuyaer Ha Hero
OTBET)

— pabora kimeHTa B pexkume l[locraBmiyka cBeneHUN (KIMEHT SBISICTCS ITACCUBHOMN
CTOPOHOI B3aUMOJICHCTBUS, T.€. OTBeyaeT Ha 3anpockl u3 CMDB 3).

ITo ormensHsiM BC Bo3MOXHa «uHBepcHas» OusHec-moruka, korga «IlorpeGutensy
(MHUIIMATOP B3aUMOJICHCTBHSA) B CBOEM COOOIIEHNH (aKTHUECKH IMOChUIAET HE MapaMeTphl 3arpoca,
a CyTeBble OM3HEC-TaHHbIe, KOTOpbIe Ha Japyroi cropoHe CMOB 3 npunumaer u oOpabaTbiBaeT
«[ToctaBmuk» (oTBeTuukKk). B cBoto ouepens, «IlocraBmuk» ornpasisier B oTBeT «IloTpedutentor»
yepe3 CMOB 3 He Ou3Hec-7aHHbIE, a JIMIIb YBEAOMIJIEHUE-TIOATBEPKACHNE YCHEIIHOro MpHeMa
6usHec-n1aHHbIX 0T «lloTpeburens» (inbo He oTmpamiseT BooOie HuYero, ecnu «llotpedburensy»
OTNPABJsUl IIMPOKOBEUIATEIbHOE COOOILIEHHWE IO BHAY CBEICHMH, Ha KOTOpbIE MOJANUCAH
«IloctaBmuk»). JlaHHas cxeMa He BIUSET HAa peaJu3alliio CLiEHAapHsl B3aUMOJCHCTBUS KIMEHTa CO
[nro30M ¢ Touku 3penust API: mnunmarop 3anpoca no-npexkHeMy padoraer kak I[lorpeOurens, a
KIIMEHT, KOTOPBIM YBEAOMIISIET O TIOJYyYEHUH JaHHBIX — Kak [locTaBmuk.

ITpu pabore B xauectBe IlocTaBuiuka no oraensHbiM BC Bo3MoxkHa paboTa 6e3 yuacTus
CUCTeMbI-KJIMeHTa (moja-pexuM «BHyTpeHHell 00pabOTKM»): JaHHBIE Ui OTBETa MOTYT
(dbopMupoBaThCS MPOrPAaMMHO B KOJI€ COOTBETCTBYoMIEro afantepa BC (Hanpumep, U3BIeKaThCs U3

croponHeit CYBJI).


http://адрес_шлюза:8890/rest/data/api
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[ToMuMO BEIIIIEYKa3aHHBIX 0a30BBIX CIIcHapHUeB, B [1I1r03¢e CymecTByeT TakykKe MHOKECTBO
MOJI-CIICHApUEB, CBSI3aHHBIX C 33JIeHICTBOBAaHNEM BHYTpEHHUX MexaHn3MOB [1lnr03a — Hanpumep,
CBSI3aHHBIX C 0COOCHHOCTIMH B3auMoericTBus kinuenta mo HTTP mu6o JMS, ocobennocTsIMu

npumenenus JI1 u 1.1.
2.2 YcaoBusi npumenennsi CucreMbl

2.2.1 CocTaB MHCTAIIMOHHOI0 KOMILJIEKTA

HNHCTamIsIMOHHBINA KOMIUIEKT IOCTABKU UMEET CIEYIOLLYIO CTPYKTYPY:
— PostgreSQL 10;
— Oracle JDK 1.8.181 wnu BbIIIE;
— CryptoPro JCP 2.0 unu BbI1e;
— Apache ActiveMQ 5.15.7 unu Bolte;
— Apache Karaf 4.1.6 unu Boime, moaynu KCK. I3 CM3B 3.
VYcraHOBKa CHCTEMBI MPOM3BOIUTCS Ha omepaironnyto cuctemy — Linux Ubuntu Server

16.04 amd64 wnu Beime win aHainor (Astra Linux, Centos 7 Wi BbIIIIE).

2.2.2 CucreMHble TPeOOBaAHUA

PexomeHnnoBanHas KOHpUrypauus Uil NPOAYKTHBHOM cpenbl (IIpH pa3MeIleHUH Bcex
KOMIIOHEHTOB Ha OJTHOM CepBepe):

— npoueccop CPU 4 siapa IntelXeon x86 64 ¢ yacroroii He Huxe 2,4 Ghz;

— onepartuBHas namsaTh — 2 I'b u Gonbie;

— RAM 16Gb;

— HDD 320 Gb RAID-0/5/10.

JlomyckaeTcsi yCTaHOBKa Ha BUPTYaJbHYI0 MAIUHY HpHU COOMIOACHUM TpeOOBaHHWM K

MMPONU3BOAUTCIILHOCTH.

2.2.3 CUHXpOHHM3aLHs CePBEPOB

Hara u Bpems Ha ceppepe Illmro3a m HCnonb3yeMbIX COBMECTHO C HHUM CepBepax
KIIMEHTCKOW CHCTEMBI TOJDKHBI OBITh CHHXPOHH3HPOBAHEL. [lommycTuMas OrpenrHoCTh — He Oolee
30 cexyHa (3TO HEOOXOAUMO JJISl MPABUIBHOIO OTOOpakeHUs MHGOpPMAMM MOHUTOPUHTA U IS

oOecrieueHus nepeaayn 1aHHbIX yepe3 JMS-Opokep).
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2.2.4 HacTpoiiku 0€30MacHOCTH

Ha BpEMs YCTAHOBKHU CHUCTCMBbI HCO6XOZ[I/IMO O6CCHC‘II/ITB JOCTYIIHOCTh BHCHIHUX
PETO3UTOPHEB MJIsI CKAYMBAHHUS WHCTAJULIIMOHHBIX deb-makeroB, T.e. Beixox B Internet. Ilo
OKOHYAHUHU YCTAaHOBKHM BBIXOJ B OTKpBITHIA Internet Ha NPOAYKTUBHON cpele MOXKET ObITh
3a0JIOKHpPOBaH U3 COOOpakeHUIl 0e30macHOCTH (HYKHO OCTaBUTh JBYCTOPOHHIOI JOCTYIHOCTh
mexny [llmo3om u cpemoit CMBDB 3 gepes VipNet, mexnay [1Inr030M ¥ KIMEHTCKON CHCTEMOH,
nocryniHocte  CYBJI  co croponst Illmioza, a Takke gocrynHocth Illmroza s

aMUHUCTPUPOBAHUS).
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3 YCTAHOBKA CUCTEMBbI

VYcraHOBKa CHUCTEMbI MPOM3BOJMTCS Ha omepaimonHyro cuctemy Linux Ubuntu Server
16.04 amd64. Tlpu wucnonb3oBanuu Apyrux debian-based omepalnMOHHBIX CHCTEM HEKOTOPBIC
KOMaH/Ibl MOTYT HE3HAYUTEJIbHO OTIHYaThcs. HeoOXOomMMO CBEPHUTHCS € JAOKyMEHTAIHEH I10

HCHOJ’IB3y€MOI>i OHepaHHOHHOfI CUCTEME.

3.1 YcranoBka PostgreSQL

YcranoButb CYB/] PostgreSQL Bepcun 10 u3 peno3uropus PostgreSQL:

1. Ho6asuth penosutopuit PostgreSQL B crivcok peno3utopues:

sudo echo 'deb http://apt.postgresqgl.org/pub/repos/apt/
xenial-pgdg main' >> /etc/apt/sources.list.d/pgdg.list

2. JloGaBuTh MyOIMYHBIN KITtoU pero3utopust PostgreSQL:

wget --quiet -0 -
https://www.postgresqgl.org/media/keys/ACCC4CF8.asc |
sudo apt-key add -

3. BrImonHuTh 0OHOBIIEHHUE JTIOKATBHOTO UHAEKCA MakeToB perno3utopust PostgreSQL:

sudo apt-get update

4, Ycranosuth PostgreSQL.:

apt-get install postgresqgl-10

S. Hactpouts nocryn k b/

Buumanue

B nanHOM nmpumepe HaCTpOﬁKa nacT A BCEX IIK cermenra cetu. Ha IMPOAYKTHUBE

HGO6XOI[I/IMO YKa3bIBaTb TOJbKO KOHKPETHBIC IOMCHHBIC UMCHA U IP.

5.1. PenaxtupoBats daiin
sudo nano/etc/postgresgl/10/main/postgresqgl.conf

J10GaBUTH CTPOUKY:

listen addresses = '*'

5.2. PenaktupoBarts daiin
sudo nano/etc/postgresql/10/main/pg hba.conf

Jlo6aBuTh cTpouKy B pazaene # IPv4 localconnections:

# IPv4 local connections:

Host all all 127.0.0.1/32 md5
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host all all 0.0.0.0/0 trust

5.3. [Tepesamyctuth PostgreSQL

sudo service postgresqgl restart

Co3nats BJI;:

1. YcTaHoBUTH JIOKaIb

sudo locale-gen ru RU.UTF-8

2. [lepesanmyctuth PoStgres:

sudo service postgresqgl restart

3. BBINOIHUTE CKpUIITHI 110 CO3aHu0 posd, b/I, cxemsl:

3.1. Coznanue ponu:

sudo -u postgres psgl -c "CREATE ROLE usb LOGIN
ENCRYPTED PASSWORD 'abcdl234' NOSUPERUSER INHERIT
CREATEDB CREATEROLE;"

3.2. Co3pganue B/I;
sudo -u postgres psgl -c "CREATE DATABASE USB WITH OWNER
= usb ENCODING = 'UTF8' TABLESPACE = pgidefault
LC_COLLATE = 'ru RU.UTF-8' LC CTYPE = 'ru RU.UTF-8'
CONNECTION LIMIT = -1 TEMPLATE = templateO;"

3.3. Co3saHue cXeMbl:

sudo -u postgres psgl usb -c "CREATE SCHEMA USB;ALTER
SCHEMA USB OWNER TO usb;"

3.4. BrimmorauTh:

sudo -u postgres psgl -c "ALTER USER postgres PASSWORD
'postgres’';"

Eciu CYBJI pasBepnyra He Ha localhost, HEOOXOAMMO BBHINOIHUTH BPYUYHYIO

CKpHUNTHI IO co3aanuto Tabnun b/ u3 ¢aiinos:

1)sudo -u postgres psqgl usb -f /psgl/usb-gate-
postgres/postgres.create.sql

2) sudo -u postgres psgl usb -f /psqgl/usb-scenario-
standard-postgres/postgres.create.sqgl

3)sudo -u postgres psgl usb -f /psgl/usb-smev3-
postgres/postgres.create.sql
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4)sudo -u postgres psqgl usb -f /psgl/usb-ping-
postgres/postgres.create.sql

5)sudo -u postgres psgl usb -f /psgl/usb-scenario-smev2-
standard-postgres/postgres.create.sqgl

3.2 YeranoBka Oracle JDK

1. YcranoBuTh java 8 u3 deb makera kck-jdk-8 komanoii:

sudo dpkg -i [PATH TO DEB]/kck-jdk-8 8.202-5 amd64.deb

3.3 YcranoBKka KpunronpoBaiiaepa

1. Ycranosuts Cryptopro JCP 2.0 u3 deb makera Kck-jcp-2 koman10ii:

sudo dpkg -i [PATH TO DEB]/kck-jcp-2 2.0.39014-
15 amd64.deb

2. Y CTaHOBUTH KOHTEWHED KIIFOYA MTOIIIUCH:

sudo mkdir -p /var/opt/cprocsp/keys/www-data

3. CxonupoBatrh KJIFOUU NOJIUCH B KOHTEHHED!

/var/op/var/opt/cprocsp/keys/www-data
t/cprocsp/keys/www-data

4. Jatb npaBa www-data Ha cO37aHHBIM KOHTEHHED:

sudo chown -R www-data:www-data
/var/opt/cprocsp/keys/www-data

3.4 YcranoBka Opoxepa odepeneit ActiveMQ

Yceranosuth ActiveMQ v. 5.15.7:

1. Vcranosuts mata st ActiveMQ u3 deb makera KoMaHIO¥:

sudo dpkg -i [PATH TO DEB]/kck-tmof-fix 1.0-9 amd64.deb

2. YcranoButh ActiveMQ komanioit u3 deb nmakera kck-activemq:

sudo dpkg -i [PATH TO DEB]/kck-activemg 5.15.7-
25 amd64.deb

3.5 Yceranoska KCK. o3 CMSB 3

1. Veranosuts KCK. o3 CMOB 3 u3 deb maxera kck-usb-smev3-karaf komannoii:

sudo dpkg -i [PATH TO DEB]/kck-usb-smev3-karaf 4.1.6-
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2.0.6.amg-30 amdo64.deb

2. Brectu B koH(purypanuonnsie ¢aiiisl [Lnro3a HacTpoiiku o moakmoueHuro K b1,
nHpopmarnuro o kimouax noanucu, URL enunoro cepsuca CMOB 3, ftp, ToHkre HacTpoiiku sipa
[nro3a. [Tapamerpsl siapa [nro3a HaxoasaTcs B daitie:

/opt/usb-karaf/etc/usb.properties.

2.1. [IponucaTe napameTpsl I KJIF0O4a IOAIUCH!

defaultEpovAlias = [alias EPOV]
defaultEpovPassword = [password EPOV]
defaultEpspAlias = [alias EPSP]
defaultEpspPassword = [password EPSP]

[Tapametpsrr nogkmouenust k CYBJl Haxonsarcs B daiine:
/opt/usb- karaf/etc/db.config.properties
2.2. Ecnu CYB/I pa3Bepnyta He Ha localhost, HeoOxoaumo B ¢aiine:

db.config.properties mpomnucars HOST B cTpoke noaxmoyeHust k bJ1:

usb.url=jdbc:postgresgl://HOST:5432/usb

Jia pabotel 11lnro3a B MpOAYKTUBHOM pEXUME Ha CEpPBEPE JOJIKHBI OBbITh OTKPBITHI
HOPTHIL:

—80, 7778, 7500, 21 - mns obpamenus k cepsucy CMOB 3, Illmo3zy k CMOB u FTP-
xpannauimy CM3B3;

— 7500, 21 - anst ob6pamenus k o3y CM3B 3 co CMDB (co Lnro3za k CMOB);

— 8890, 23131 - REST API lllnroza CM3B 3;

— 61616, 61618 - 6pokep ActiveMQ;

— 8161 - Web-koHconb 6pokepa ActiveMQ);

— 8181 - Web- xoncouns Karaf

— 1499, 14444, 1099, 44444 - OSGi-konreiinep Karaf (BHyTpeHHuit unTepdeiic);

— 5432 - oopamenne k CYB]] PostgreSQL
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4 JKCILVIYATALIUA
4.1 3anyck ¥ OCTaHOB

[Ii1r03 3amyckaeTcs B CIeAYIOLIEH ITOCIIEI0BATEIbHOCTH:
1. 3anyck Apache ActiveMQ (eciu OH yCTaHOBJICH KaK OTACIbHBIA KOMIIOHCHT Ha

ceprepe 1r03a):

sudo service kck-activemg start

2. 3anyck PostgreSQL (ecim on ycranoBiieH Ha cepBepe [1mro3a):

sudo service postgresqgl start

3. 3amyck Apache Karaf:

sudo service usb-karaf start

[Tpu 3anycke Karaf pazmeniennsie B HeM mporpaMMHbie Moaynu (Moayiu sapa llmo3a u
amantepsl BC) 3amyckaroTcs U HAYMHAIOT QYHKIIMOHUPOBATH aBTOMATHYECKH.

[Tonmnast ocranoBka L1Ir03a BEITONHSACTCS B 00PaTHOM MOCIEI0BATEILHOCTH:

1. sudo service usb-karaf stop
2. sudo service postgresgl stop

3. sudo service kck-activemg stop

4.2 IIpoBepka 3amycKa CHCTEMHBIX KOMIIOHCHTOB

HI/I)KCCJ'IG,I[yIOH_[I/IC KOMaHJAbI KOHCOJH Linux mo3BoJsOT YAOCTOBEPUTCS, UYTO 3aIlyIICHbI

CHUCTCMHBIC ITPOLECCHI, COOTBETCTBYIOIIUC KOMIIOHCHTaAM Imo3a:

1. ps aux | grep karaf
2. ps aux | grep activemg

3. ps aux | grep postgresqgl

4.3 llonaep:xka padorocnocodoHocTu komnonenra Karaf

4.3.1 Jlor - ¢aiinbl

Pemenne BO3HUKalOLMX B Mpolecce crapta u pabotsl Illmro3a mpobGiiem cnenyer
NPOBOJUTH, TPEKAEC BCEro, MO pe3yiabTaTaM aHajiu3a JOr-(aiiioB, HAXOIIIIMXCS B TIIaIlKe
/opt/usb-karaf/data/log/. Ha Illmo3e HacTpoeH JAMMHUT pa3zMmepa Jjor (ailioB U HX

poTanudg 1o AOCTUKCHUU JIUMHUTA ((1)8.171)'[8., JIOCTUTIIIHIH JIMMHUTA, ICPCUMCHOBBIBACTCA - K MMCHU
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nobasisieTcsi BHavase .1, 3ateM .2 M T.J. 0 JOCTM)KECHUS JIMMUTA Ha KOJMYECTBO JIOT-(ailsios,
MOCJIE Yero CaMblid CTapbIi JToT-(haiin yaansercs, ocBoO0xkaas MecTo). Haznauenue nor-gaiiios:

— karaf.log — cucremHubie coobmenus Karaf, coodmenust ot moayseit sapa Llmo3a u
agantepos BC;

—wrapper.log - cucremusie coobmenus Karaf npu ero 3amycke. MoxkeT oMoub B
pemnieHuu npobiem ¢ 3amyckom Karaf.,

CooO01meHus B JIorax MpenBapsOTCs YKa3aHHUEM JaThl-BPEMEHH HACTYIUICHUS COOBITHS, a

takxe ykaszanueM kareropuu coobirenus (INFO | WARN | ERROR).

4.3.2 REST API Illiio3a

Jlis obnerdeHus MpOIECCOB MOHUTOPUHTAa W aHanmu3a padorocnocobHoctu, B lllmroze
umeetcsi AP, ocHoBanHbIil Ha ucnonk3oBanuu REST-cepucos. Jlanubiii API nmo3Bossier ciaeauthb
3a xonoM pabotel 11lm03a, 1 BO MHOrUX ciy4asix - BBIBJISATb U aHAJIM3UPOBATh IpoOsieMbl 0e3
HEO0OXOUMOCTH HM3ydeHUust Jor-(paiiaoB u BeimonHeHUuss SQL-3ampocoB k CYBJ/I. BomsmmHCTBO
REST-cepBucoB mpenocTaBiser 3ampamuBaemyro nHpopmanuio B Buae orBeta Ha HTTP GET
3amnpoc, opopmieHHoro kak XML- unu JSON-kontent. Cnincok noctynueix URL u mapameTpoB k

HUM ONyOJIMKOBaH Ha cTpanuue http://agpec llliio3a:8890/rest/data/api.

4.3.3 Pemienue npooJem c 3amyckom npomecca Karaf

Ecnu mporecc karaf He 3amyckaercsi, To mpuYMHa B HEMPaBWIbHBIX HacTpoiikax [llmro3a,
HaXoJAUIMXCsl B KOH(UrypaunoHHbIX (ainax. Hampumep, 3asBiIeH NPUHYAUTENbHBIM 3amyck
HEKOETO MOJyJid WIu OMOIMOTEKH, KOTOPHIM, (HaKTHYECKH, OTCYTCTBYyeT. B »sTOoM ciyuae
HEOO0XOMMO TMPOBECTH aHaIM3 coolmeHuit 00 ommubkax B Jor-daiine /opt/usb-
karaf/data/log/karaf.log

IIpyunHON HEBO3MOXHOCTH CTapTa MOXKET TAKKE€ CIY)KUTb HECOOTBETCTBHE pa3zMepa
JOCTYIHOW (pM3NYECKOl onepaTUBHOM MaMaTu napamerpaM JVM, 3anaHHbM B (aiine /opt/usb-
karaf/bin/setenv. [locne ycTpaneHus npoGiieMsbl clieyeT OBTOPHO MOMBITAThCS 3aMTyCTUTh
karaf.

B HekoTOphIx ciydasx, Npu HEBO3MOXHOCTH 3amycka Illmio3a, momoraer mosiHoe
ylnaneHue Bcex (ailioB M moamamnok B manke /opt/usb-karaf/data/ (BHyTpeHHero kiiia
monyieit Karaf).

3ameuaHue: B TEKyIIeW peanu3alMu, mocie nepBuyHoro crapra Karaf mo oxonwanuu
uncrawsinun 11nr03a, Hy)kKHO MO0k IaTh 2-3 MUHYTHI. 3aTteM - octanoBuTh Karaf u 3anyctuth ero

MOBTOPHO: MpPH MNEPBHYHOM CTAPTC HAIIOJIHACTCA BHyTpeHHI/Iﬁ KoII PENo3uTopusd Karaf, n


http://адрес_Шлюза:8890/rest/data/api
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HEKOTOphIE 3aBHCHMOCTH MEXAY MOJYJISMU HE MOTYT OBITh pa3pelieHbl 3a OTBEICHHBbIE UM

BPEMEHHbIE IPOMEXYTKHU (TaliMayThl).

4.3.4 TlpoBepka 3anycka moay.Jei saapa Lllio3a u moayeit axantepos BC

Jlis mpoBepku 3amycka MoJIylied siapa U MOAyJeH aganTepoB HEOOXOAMMO 3alyCTHUTh
web-koHconb kommnoneHTa Karaf:

http://[HOST]:8181/system/console/gogo

(morun: karaf, mapous: karaf)

Konconb ciiemyer 3amyckarh MO TMPOIISCTBHU OJHOW-JABYX MHUHYT C MOMEHTa 3aIlycKa
Karaf — 1o aToro MmomeHTa MOTyT OBITB €lie He pa3pelieHbl HEKOTOPBIC 3aBUCHMOCTU MOJIYJICH U
OubIMOTEK, HEOOXOMUMBIC [UIs 3aMycKa KOHCOJIH. ECii KOHCONb HE 3alyCKaeTcs IpU MePBHYHOM
crapre 11032 Mo MPOIIECTBMH 3TOr0 BPEMEHHU - TO BHAYasie HY)KHO IONPOOOBATh PECTapTOBATH
Karaf (T.x. mpu mnepBUYHOM CcTapTe IMOCIE HHCTAUIALUN HEKOTOPbIE 3aBUCHMOCTH TaK M HE

paspCaroTCs IOCJIC HECKOJIBKHX IMOIIBITOK U TaﬁMaYTOB MCKIY HI/IMI/I)Z

sudo service usb-karaf stop

sudo service usb-karaf start

Ecnu e KoHCosb He 3amycKaeTcs U IOocie BTOPOU MOMBITKU - TO HEOOXOAMMO IPOBECTH
aHau3 cooOuIeHu 06 omuoKkax B Jor-haiaax i yCTaHEHUS UX MPUYHH:

— wrapper.log

—karaf.log

B ciyuae ycnemHoro 3amycka KOHCOJIM, HaOpaTh B HeMl koMaHay: 1ist | grep usb

Ha skpan Oyner BbIBelieH crnucok moayiei sapa Illmo3za m Monynel ycTaHOBIEHHBIX
anantepoB BC. B kaxnoi cTpoke crucka OyneT yka3aH TeKyIIUil HOMep MOAYNS B CIHCKE U €ro
HauMeHoBaHue. Bce Moaynu momxHbI ObITH B cocTosiHuu Active (He Installed mnm Failed). Ecnu
KaKoW-1100 U3 MOJyJIe HaX0IUTCS HE B COCTOSIHUU Active B TedeHHe 0oJiee ueM:

— 5 MHHYT OT MOMeHTa «XosoaHoro» crapta Karaf (mpu nepsuunom crapte Karaf mocie
MHCTAJUISIUN TPOMCXOJUT MaccoBOE 3alojHeHHe BHYTpeHHeko koma Karaf u paspemenue
3aBUCHUMOCTEN MEXIy MOAYISIMA U OMOJIMOTEKaMH);

— 2 MHHYT OT MoMeHTa «rermjoro» crapra Karaf (mpu pecrapre Karaf mpoucxogut
MOBTOPHOE Pa3pelIeHUe 3aBUCUMOCTEN MEX 1y MOAYJIAMU M OUOITMOTEKAMH);

— 1 MUHYTBI C MOMEHTA «TOPSYET0» cTapTa MOAYJS (€CIM K MOMEHTY YCTaHOBKH MOJYJIS
cepBuca sapo Illmo3a yxe Obuto 3amymieno, To Karaf TpeGyer HexkoToporo BpeMeHH s
pasperIeHus 3aBUCUMOCTEN 0JTHOI0 KOHKPETHOT'O YCTaHABIIMBAEMOT'0 MO/TYJISA)

TO CHaYaja Hy)KHO BBIITOJIHUTEH PECTapT MPOOJIEMHOTr0 MOy B KoHcosn Karaf:


http://[HOST]:8181/system/console/gogo
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restart HomMep MOIyJid

B HEKOTOpBIX Ciiydasx, KOrja NPUYUHON MPOOJIEMBI SBISUIACh HEpaspelieHHas BOBPEMs
3aBHCHMOCTB, MOJIYJIb MOKET YCIIEITHO CTapToBaTh. ECIM jke MOMY/Ib HE CTApTOBAJ - TO MPUIUHY
poOGJIEMBI CIIEYET UCKATh B KOJE WJIM HACTPOMKAX MOIYJIS, Pa3sMEIIAeMbIX B KOH(PUTYPAIIMOHHBIX
property-gainax [llmto3a. J{ns 6onee moapoOHOro aHaM3a MPoOIEMBbI CIIEAYET UCKATh COOOICHIS
00 ommmbKax, CBA3aHHBIX ¢ KMEHEeM MOy, B jiore: Karaf.log.

B cinywsae mpobiem ¢ paspenieHHEM HECYIIECTBYIOIIMX 3aBHCHMOCTEH, IMOAPOOHOE

coobuienne 00 ommbKe MOXKET MOSBUTHCS B JIOTE CIYCTS 3-4 MUHYT C MOMEHTA pecTapTa MOy

4.4 YcranoBka agantepoB BC

[lepen ycranoBKko# ckoMnuiaupoBanHoro moayiu anantepa BC (jar-gaiina) HeoOxoaumo:

— ybeauThes, uToO mpenpiaymias Bepcust agantepa BC ynanena u3 manku /opt/usb-
karaf/deploy (Karaf aBTOMaruyecku AEUHCTAIIIUPYET MOAYJb, YAAJNEHHBIM U3 JaHHOU
HanKu);

— yKazarb mapameTpsl, cnenndudnasie as ycraHaBiauaemoro anantepa BC. Ilapamerpst
anpantepoB-IloTpedureneii YKa3bIBAKOTCS B daiine /opt/usb-
karaf/etc/consumer.properties. [lapamerpsl agantepoB-IlocTaBIIMKOB yKa3bIBalOTCA B
daiine /opt/usb-karaf/etc/producer.properties. [TapameTtpsr agantepoB-IlocTaBIIMKOB,
peaM3yIonMX pPEeXUM «BHYTpEHHEH o0paboTku» (mporpaMMHOTo (GOpMHUPOBaHUS OTBeTa 0e3
y4acTus CHCTEMBbI-KJICHTA) YKa3bIBAIOTCS B daiine /opt/usb-
karaf/etc/internal .properties;

— B OTJIETIbHBIX CIIydasix, €CIU CepBHUC TPeOyeT MPUCYTCTBUS KaKOM-TuOO crerupuvHoi
OMOIMOTEeKH — Pa3MECTUTh YKa3aHHYI0 OMONMOTEKy B mamke /opt/usb-karaf/system. Ilpu
ATOM MOXKET MOTPeOOBaTHCA BHECEHNE N3MEHEHUH B KOH(uUrypanunonusie dainsr Karaf.,

[Tocne mpeaBapuTeabHONW MOATOTOBKH, Pa3MECTUTh YCTaHABIMBAEMbI MOAYNb afamnTepa
BC B karanore /opt/usb-karaf/deploy (B Unix cuctemax MOIyJIHd HEOOXOIUMO pa3MeNiaTh
or wumenn www-data). Karaf (ecniu 3amymieH) aBTOMAaTHUYeCKH WHCTAUIUPYET MOIYJIb,
MOMEIIEHHBIA B JaHHYIO TANKy: Yepe3 KOPOTKOE BpeMs TOcie pa3MelIeHUs (HECKOJIbKO CEKYHI)
yCTaHaBIMBAaEMbIF MOAYJIh ABTOMAaTHYECKH 3aITyCKaeTCsl.

CrangaptHbie napamerpsl agantepos-IlocraBmmkos:

[Adapterldentifier].receiverInformation=jms:queue:[QueueName] - COIEPIKUAT
MpeoiiaraéMplil apec moiydaTens (CUCTEMBI-KIMEHTa), Ha KOTOPBIM OTHpPABISETCS JAaHHOE

coobuienue (URL unu JMS-anpec ouepenn)



20

[Adapterldentifier].standartClientldentifier=[Standard Client Identifier/Execution system
Identifier] — unenTudukarop 6u3HEC MpoIecca B CHCTEME UCTIOJTHCHUS.

[Adapterldentifier].mockMode=[true/false] — duar, akTHBHPYIOIINII/ICAKTUBUPYIOIIIA
MOKOBBIN pexuM 00padoTku coobmienus Ha Lllmro3e.

[Adapterldentifier] — ynukanpHbIi HacHTH(UKATOP amanTepa(MOayIIs-TpaHchopMaTopa)
Ha Illmo3e, oOpabaTeiBaromumii onpenencHHbId Bua cBeneHuid [loctaBmmka. I[IpemocraBnsercs
BMECTE C aJJaliTePOM BHUIa CBEICHUH.

[QueueName] — Ha3Banwe ouepenu, MOTPeOMTENIEM KOTOPOH BBICTYNAeT CHCTEMA
ucnionHeHusA(kaueHT [1mo3a).

Anantepbl-ITocTaBmMKN Takke MOTYT KOH(DHUTYpUpOBaThCS OTACIBHBIMU MapaMETPaMU,
XapaKTEPHBIMU TOJBKO YIS JAHHOTO ajantepa. B Takom ciyyae onmcanne KaCTOMHBIX ITapaMeTpoOB
NPEJOCTABIISCTCSI BMECTE C OTICIIBHO B3STHIM QJalTePOM U MPH KOHPHUTYPHUPOBAHUU CHUCTEMBI
BHOCATCA B paitn /opt/usb-karaf/etc/producer.properties.

Cranagapthbie napamerpsl agantepos-IlorpedounTeieii:

CranzapTHbIC TapaMETPbl OTCYTCTBYIOT.

Ananrepbi-IlorpeOuTenn  MOTyT KOH(PHUTYpHpPOBATHCS  OTACIBHBIMH  HapaMETpPaMH,
XapaKTepHBIMH  TOJBKO JUIS JaHHOrO anantepa. OmnmcaHne KacTOMHBIX — IapaMeTpoB
MIPEIOCTABIISIETCS. BMECTE C OTACIBHO B3SATBIM QJalTePOM U NMPU KOH(PUTYPUPOBAHHH CHUCTEMBI

BHOCATCS B (paiin /opt/usb-karaf/etc/consumer.properties.

441 YcraHoBKa A0NOJHHUTEIbHBIX MOIYJIeil M OUO/INOTEK

JlononHuTebHBIE MOAYIM W OuONIMOTEeKH, ycTaHaBiauBaeMble B Karaf, momxHBI OBITH
ckomnmiupoBansl B Buae OSGi bundle - mnHaue oM OyayT HEZOCTYHHBI Ui WCHOJB30BAaHUS
MonynssMU cepBHCOB. OMHAKO, B HEKOTOPBIX CIy4asX, KOTJa YCTaHaBIMBaeTCs OWOIMOTEKa,
CKOMIWJIMPOBaHHAsT He Kak bundle, oHa MOXkeT ObITh OJBEPTHYTA aBTOMATUYECKOW KOHBEPTALIUU
B bundle-monyns BcTpoeHHbiMU cpenactBamu Karaf. Cama OubnmoTrexa pa3meriaercsi B Tamnke
/opt/usb-karaf/system/ (peno3utopuii Karaf) B cTpykType moanamnok, aHaJIOTUYHBIX €€
pa3MerieHuo B peno3utopuu Maven. [loakitoueHue TOMOMHUTEIBHBIX MOJYyNEeH U OUOIHOTEK,
KOTOpBIE JOJIKHBI UMETh MPUOPHUTET 3amycka nmpu crapre [lmo3a, ykaspiBaercs B ¢ainax:

— /opt/usb-karaf/etc/org.apache.karaf.features.repos.cfg

— /opt/ usb-karaf /etc/org.apache.karaf.features.cfg

— /opt/usb-karaf/system/ru/usb/features/usb-1ibs/1.0/usb-
libs-1.0-features.xml

— /opt/usb-karaf/etc/custom.properties



21

— /opt/usb-karaf/etc/startup.properties



